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1
Decision/action requested

Information and discussion regarding ongoing IETF work on EAP-TLS 1.3
2
References

[RFC8446]




IETF RFC 8446: "The Transport Layer Security (TLS) Protocol Version 1.3".
[draft-ietf-emu-eap-tls13]
Internet draft draft-ietf-emu-eap-tls13: "Using EAP-TLS with TLS 1.3".
3
Rationale

Weaknesses found in previous versions of TLS, as well as new requirements for security, privacy, and reduced latency has led to the development of TLS 1.3 [RFC8446], which in large parts is a complete remodelling of the TLS handshake protocol including a different message flow, different handshake messages, different key schedule, different cipher suites, different resumption, and different privacy protection.  This means that significant parts of the normative text in the previous EAP-TLS specification [RFC5216] are not applicable to EAP-TLS with TLS 1.3 (or higher).  Therefore, aspects such as resumption, privacy handling, and key derivation need to be appropriately addressed for EAP-TLS with TLS 1.3 (or higher).

The specification “Using EAP-TLS 1.3” [draft-ietf-emu-eap-tls13], which is under development by the IETF EMU WG defines how to use EAP-TLS with TLS 1.3 (or higher) and does not change how EAP-TLS is used with older versions of TLS. While [draft-ietf-emu-eap-tls13] updates EAP-TLS [RFC5216], it remains backwards compatible with it and existing implementations of EAP-TLS.

The 3GPP TLS profile mandates support of TLS 1.3 for core networks in Rel-15 and for core networks and UEs in Rel-16. As TLS 1.3 brings substantial performance and security benefits it is important to introduce the use of TLS 1.3 also for EAP-TLS in 3GPP.

The IETF working group plans to finalize the work on EAP-TLS 1.3 later during 2018, with a likely publication as RFC during the first half of 2019. With this discussion paper we want to make 3GPP aware of the ongoing IETF work on EAP-TLS 1.3 and our intention to in the future make a Rel-16 contribution adding EAP-TLS 1.3 to 33.501. 

